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1
Decision/action requested

Handling of 5G security contexts in the UE.
2
References

[1]
3GPP TS 33.401 
[2]
3GPP TS 33.501 v0.6.0 

3
Rationale

In UMTS and EPS, the USIM stores security contexts. The storage of security contexts in the USIM is an important feature to avoid the run of AKA authentication in case of plastic roaming where the USIM is inserted in another ME. 

In EPS, the storage of the EPS security context in the USIM is defined in clause 6.4 of TS 33.40 [1]:
The full native EPS NAS security context (except for KNASenc and KNASint) shall be stored on the USIM (if the USIM supports EMM parameters storage) or in the non-volatile memory of the ME (if the USIM does not support EMM parameters storage) only during the process of transitioning to EMM-DEREGISTERED state or when an attempt to transition away from EMM-DEREGISTERED state fails, as described in clause 7.2.5. The ME shall under no other circumstances store the EPS NAS security context parameters on the USIM or non-volatile ME memory.

NOTE 2:
Only native EPS NAS security context is stored in the EMM parameters file on the USIM or in non-volatile ME memory. A mapped EPS NAS security context is never stored in these two places.

Similar mechanism shall take place for 5G. An Editor’s Note is already present in clause 6.3.2 of 3GPP TS 33.501 [2]:

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts

The solution for 5G security contexts relies on the definition for 5G USIM of a service corresponding to 5G, which is equivalent to "EMM parameters storage" in EPS (service n°85 in the 4G USIM). The indication of support of 5G allows to take into consideration the presence of legacy USIM for 5G. 

Consequently, 5G security contexts shall be stored in the USIM (if the USIM indicates support of 5G) or in the non-volatile memory of the ME (if the USIM does not indicate support 5G s). 

The complete description of the storage of the 5G security context depends on SA3 decisions to be taken during SA3#90 meeting in Gothenburg and should be detailed during SA3#90-bis meeting in February 2018.
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TS 33.501.

   *** START of 1st CHANGE ***

6.3

Security contexts

6.3.1
General

Editor's Note: TS 33.401 [10] contains an elaborate set of definitions of different levels of security contexts. These definitions may be further explained here. If the definitions in clause 3 of the present document are sufficient, this subclause may be quite short.  

6.3.2
Handling of security contexts 
Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts.
Any 5G security context shall be deleted from the ME if:

a) the UICC is removed from the ME when the ME is in power on state;

b) the ME is powered up and the ME discovers that a UICC different from the one which was used to create the EPS security context has been inserted to the ME;

c) the ME is powered up and the ME discovers that no UICC has been inserted to the ME.
5G security contexts shall be stored in the USIM (if the USIM indicates support of 5G) or in the non-volatile memory of the ME (if the USIM does not indicate support of 5G).
Editor's Note: complete description of the handling of the 5G security contexts is FFS. It will depend on SA3 decisions regarding 5G NAS security.

6.3.3
Distribution of security contexts within the serving network
Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclauses 6.1.4, 6.1.5, 6.1.6, which are about distributing security contexts in and between security domains.

*** END of 1st CHANGE ***
